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Abstract: Due to the increasing use of information technology in daily life, the disclosure of data 
in cyberspace is increased. In this case, people can access data as freely as they wish. However, 
in some institutions, such as banks, it is necessary to secure or protect internal data accessibility. 
Therefore, it is necessary to secure access. Various methods have been proposed for securing 
bank data access, such as One Time Passwords (OTP). OTP is usually sent via public channels. 
One attack that might threaten the OTP is hacking it after obtaining the message that includes 
the OTP. Thus, if an attacker suspects that a message contains an OTP, the data can be hacked, 
and the attacker can use this OTP to access the bank data. To overcome this problem, 
Sheshasaayee et al. proposed a method that embeds the OTP into a sentence based on Glyph. 
After embedding the OTP, a sentence is sent to the receivers. However, using this method, the 
sentence can raise suspicion because there are many Glyph characters in the sentence. Therefore, 
this research proposed a method for embedding the OTP into a sentence without raising suspicion 
about the attacker. In this case, the OTP is embedded into alphabetic characters used in the words 
of a sentence. Based on the experiment result, the proposed method is more natural than 
Sheshasaayee’s method since only 10% of respondents suggested that some sentences generated 
by the proposed method are irregular. In comparison, about 72 % of the respondents suggested 
that the sentence generated by Sheshasaayee’s method is irregular (not natural). Finally, it can 
be proved that using the proposed method, the sentence that the OTP embeds is more natural 
than Sheshasaayee’s.  
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1. Introduction 
 Mobile banking is a bank service that allows customers to conduct financial transactions 
using a mobile device such as a smartphone. Since mobile banking is used for payment 
transaction, security issue in mobile banking becomes essential [3]. A bank’s customers must 
register their account with the bank if they intend to transact using mobile banking. In this case, 
the customer has to download and install the mobile banking application on the customer’s 
smartphone, which is exclusively attached to the customer’s phone number. So, only the related 
customer can access his/her data in the application. In other words, a customer can only access 
his/her data using his/her phone.  
 Recently, there have been several existing schemes to prevent illegal access by illegitimate 
customers. One of them is two factors authentication. Two factors authentication is used to 
ensure that the One Time Password (OTP) requires access to something a person has and 
something a person knows (such as a PIN) [4]. As a result, OTP avoids several shortcomings 
associated with traditional (static) password-based authentication. 
Suppose a customer is logging into a bank application. After logging into the application and 
conducting the transaction, the bank sends the bank’s customer an OTP. The OTP is used to 
authenticate the bank’s customer.  However, OTP is still vulnerable against social engineering 
attack.  Recently, social engineering attacks, as discussed by Siadati et al.[5], may have a 
probability of 50% success against  SMS-based authentication. Social engineering attacks trick 
the user (customer of a bank) into relaying the verification code to the attacker [5]. Balduzzi et 
al. have found 22 instances of such attacks using a mobile honeypot in China [6]. This attack is 
called Verification Code Forwarding Attack (VCFA), proposed by Siadati et al. [5]. The VCFA  
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scenario begins with a password reset done by the attacker. In this attack, the attacker initiates a 
password recovery request on a service provider’s (Bank’s) website by entering the victim’s 
username or/and email address and chooses to receive a verification code through an SMS 
message. Shortly after the verification code is sent to the victim, the attacker will phish the victim 
to steal the verification code and complete the password reset. The attacker needs to know the 
victim’s phone number or/and email address to phish her. For this purpose, the attacker can easily 
search it from public records, social networking websites, dark webs [7,8], data from leaked 
databases of information (such as data breach as discussed in [9]), smartphone malware [10, 11, 
12], vulnerabilities in messaging apps [13, 14,15] or employ social engineering techniques [8]. 
Since recently, security awareness of social engineering attacks has often been carried out 
[16,21.], the only way to steal/obtain an OTP after conducting a password reset is by wiretapping 
when the service provider sends the OTP to the victim. After the attacker obtains the OTP, he 
can access the victim’s account. 
 Several methods have been proposed for securing the two-factor authentication during access 
to the user’s account when the attacker already has the victim’s credentials. One of them is a 
method proposed by Sheshasaayee et al. [2]. For overcoming the problems, Sheshasaayee uses 
the steganography concept [1,18]. In Sheshasaayee’s method, the OTP is embedded into a 
sentence. The OTP is converted into a Unicode character (glyph), and the Unicode character is 
used in a sentence. This sentence is sent by SMS or email to the customer. 
However, Sheshasaayee’s idea is still vulnerable since the glyph is very striking and can raise 
suspicion, especially for attackers. When attackers recognize that the message sent by a sender 
contains secret information, then they try to find out the hidden message. For finding the secret 
message, the attacker tries to find out the binary code of the glyph, then tries to guess the 
Unicode/ASCII code – secret pair binary code. The probability of success prediction is about 3.3 
10(-9). After finding the binary code of the glyph, the attacker discovers the hidden data.  
For decreasing the suspicion of a sentence, a method for embedding OTP into a sentence based 
on natural language is proposed. In the proposed method, the OTP number is represented in 
alphabetical characters. These characters are used in words of the stego sentence. Based on the 
experiment result, it is shown that the irregularity of sentences generated by the proposed method 
is perceived as natural by about 72% of respondents. In comparison, sentences generated by 
Sheshasaayee are only perceived as natural by about 10% of the respondents.   
 
2. Hiding OTP Using Unicode and Frequency of Occurrence in English Words 
 The basic idea of this method is hiding OTP digits based on the English Language. For 
securing the OTP against phishing attacks, eight alphabetical characters (letters) used in the 
English language have to be mapped to eight Unicode characters. Those eight alphabetical 
characters have the highest occurrence frequency in English words. Therefore, those characters 
are encoded into Unicode characters, as shown in Table 1. 
 

Table 1. Selected English alphabets for hiding process based on the occurrence frequency. 
No Letter 

frequency (%) 
Letter 

symbol 
Secret 
pair-00 

Secret 
pair-01 

Secret 
pair-10 

Secret 
pair-11 

ASCII 
code 

Unicode Unicode Unicode 

1 8.167 a 61 251 430 FF41 
2 12.7 e 65 435 212F FF45 
3 6.094 h 68 04BB 13C2 FF48 
4 6.966 i 69 456 2170 FF49 
5 7.507 o 006F 03BF 043E 1D0F 
6 1 per line -(hyphen) 2014 2500 2012 2013 
7 1 per line . (full stop) 002E 00B7 323 02D1 
8 19.18182 (space) 00A0 2000 2003 2002 
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A. Embedding Process Using Sheshasaayee”s Method 
 Sheshasaayee’s method needs secret binary pair – ASCII/Unicode map to embed one OTP 
number. The process for embedding one OTP number is as follows:  
 
A.1. Converting OTP numbers into characters that represented the OTP. Suppose the OTP is 
439767; then it has to be converted into a BCD number 
 
M= 0100 0011 1001 0111 0110 0111 
 
Then, for representing M, 24 bits binary number is necessary. One character of the sentence can 
be embedded with 2 bits of a secret message. Thus, if six digits OTP are used, the characters 
needed to embed the OTP are 12 characters. The characters used to embed the OTP are a, i, h, e, 
o, -, “,”, “.” and “  ”. 
 
A.2. Suppose the sentence used for hiding the OTP is “Bank on the go with our mobile banking 
service. Anytime, anywhere bank”, then, the character that can be embedded by the OTP are: 
“a”, “ ”, “o”, “ ”, “e”, “ ”, “o”, “ ”, “i”, “ ”, “o”, “u”, “ ”, “o”, “i”, “e”, “ ”, “a”, “i”, “ ”, “e”, “.”, 
“i”, “ ”, “e”, “,”,“ ”, “a”, “e”, “e”, “ ”, “a”. 
Since one character of the sentence can be embedded by two bits of the encoded secret message, 
then M has to be divided into two bits as follows: 
M = 01   00   00   11   10   01   01   11   01   10   01   11 
 
A.3. Mapping every two bits into one character of the sentence based on Table 1. The result of 
the mapping is as follows: 
Dec.  4   3 9 7 6 7 
Binary 01 00 00 11 10 01 01 11 01 10 01 11 
Char.  “a”   “ ”  “o”  “  ”  “e”  “  ” “o” “  ” “i” “  ” “o” “  ” 
ASCII/Unicode 0251 00a0 006f 2002 212f 2000 03bf  
  2002 0456 2003 03bf 2002 
 
Note: If the two bits are “00”, then there are no character changes, but if it is not “00”, then the 
character has to be changed into the multilingual glyphs character, as shown in Figure 3.1.  
 
A.4. The sentence after embedding the OTP is as follows: 
 Bank on the go with  our  mobile banking service. Anytime, anywhere bank. 
 
B. Extraction Process Using Sheshasaayee’s Method 
 For extracting the OTP from the sentence sent by the bank, the following process has to be 
conducted.  
 
B.1. Converting char “a”, “ ”, “o”, “  ”, “e”, “  ”, “o”, “  ”, “i”, “  ”, “o”, “  ” to  ASCII/Unicode 
based on Table 1. The result is 0251, 00a0, 006f, 2002, 212f, 2000, 03bf, 2002, 0456, 2003, 03bf, 
2002.  
 
B.2. This code is converted to binary code based on Table 1, and the result is 01, 00, 00, 11, 10, 
01, 01, 11, 01, 10, 01, 11. 
 
B.3. Two binary pairs are merged and converted into a decimal number. The results in binary 
are 0100, 0011, 1001, 0111, 0110, 0111, and after conversion into decimal, the OTP number is 
439767.    
 

Linguistic Based One Time Password

3



Based on the embedding result, there are problems where some characters will raise suspicion to 
the attacker because those characters are printed in a specific Unicode character. 
 
 3. The Proposed Method 
 The proposed method assumes that when there is a request for a password reset process, the 
service provider sends a confirmation request to the password reset request sent by the user. This 
request is sent to the user’s phone number, and the response must be sent to the same phone 
number. After the user sends the confirmation for a password reset process, a sentence 
representing the OTP (referred to as an OTP sentence) along with several concurrent sentences 
to disguise the position of the sentence containing the OTP is sent to the user via his smartphone. 
We assume that in the registration process, the user and service provider have agreed upon the 
position of the OTP sentence. Furthermore, a copy of the sentence as well as the destination 
telephone number are stored temporarily in the service provider. The application then checks 
whether the sentence entered by the user and the telephone number bound to the application is 
the same as the sentence and the destination telephone number stored temporarily in the service 
provider. If they are similar, the application converts the OTP sentence into OTP. Finally, the 
service provider will send the user the link for inputting the OTP via the application on the 
victim’s smartphone, and the user will input the OTP from this link. 
 For overcoming the problem of Sheshasaayee’s Method, information hiding based on 
linguistic rules is introduced. The basic idea of the proposed method is embedding a secret 
message into characters used in the words of a sentence sent to the customer of a bank. The 
character that can represent the OTP number is the characters included in the ten characters with 
the highest frequency of use in the corpus. In this research, articles from ICT Business magazine 
are used. The corpus”s ten characters with the highest frequency are mapped into decimal 
numbers. 
 Furthermore, this map is used to convert the OTP to the character that can be used in a 
sentence. Then, the words to generate the sentence is chosen based on characters used to 
represent the OTP number. Finally, a sentence is generated based on the chosen words. This 
sentence, called a stego-sentence, is sent to the bank’s customer who needs to access their 
account.  
 The proposed method consists of two main processes, embedding and extraction process. 
The embedding process consists of two sub-processes, pre-processing and transaction process. 
The extraction process is conducted by converting particular characters used in the word of a 
sentence (which is sent to the customer) into OTP numbers. The extraction process is done by 
extracting the character used to represent the OTP number from the word in the sentence. The 
conversion of the character into the OTP number is based on a character-number map that has 
been agreed upon between the bank and the customer. 
 
A. Embedding Process 
 The embedding process consists of two sub-processes, pre-processing and transaction. Pre-
processing is used for generating a characters-number map. It is consisted of three processes, 
calculating the frequencies of characters used in the corpus, character sorting based on the 
frequency of character occurrence in the corpus, and generating a characters-number map. The 
transaction process is a process for generating a sentence that will be sent to the bank’s customer 
based on the OTP number. In this research, the character-number map is agreed upon between 
the bank and the customer during the registration process. In this research, the character-number 
map is sent to the customer via a secure channel or by conducting secret- sharing process. The 
overview of the embedding process is shown in Figure 3.1. 
 
A.1. Pre-processing 
 The pre-processing process consists of two sub-processes: calculating the ten largest 
frequencies of characters used in the corpus and generating numbers for the mapping table. 
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- Searching Ten Highest Frequency Characters. The input of this process is words used in the 
corpus. The corpus used in this work is articles from the ICT Business magazine. The output 
from this process is ten characters with the highest frequencies used in the corpus, as shown in 
table 3.1 (a). 
 

Calculating the 10 
largest characters 
frequency in the 

corpus

Generating 
character-number 

map

Randomizing 
Number 0-9

10 character which has the largest frequency 
of use in the corpus 

0 - 9

Char-number map

 
 
 

OTP
Convert OTP to 

Character
Generating 
Sentences

Character representing the 
OTP

Sentence thet will be sent 
to the customer

TRANSACTION  
Figure 3.1 Embedding Process 

 
- Generating Mapping Table 
A mapping table is a table that maps OTP numbers to 10 characters with the highest frequencies 
of occurrences in the corpus, where these characters have to be shared between the Bank and all 
customers. Before generating the map, the decimal numbers 0-9 used for generating an OTP 
have to be randomized using a random function [20]. In this case, Mersenne Twister-based 
Random Number Generator from Python Library is used. The random number generator should 
be synchronized between the Bank and the customer so that both parties do not have to send the 
random number before each session starts. For example, suppose the result of decimal 
randomization is 4, 2, 3, 8, 6, 0, 5, 7, 1, 9. Then the mapping result is shown in Table 3.1 (b). 
 

Table 3.1 (a) 10 characters with the highest occurrence frequency in the corpus (b) Number-
Character Map. 

 
 
 
 
 
 
 
 
    
                                    
 
                                    
                                                                                        

(a)                                          (b) 
 
 
 

Character Frequency 
E 1491 
T 1154 
N 1000 
A 989 
O 975 
I 939 
S 816 
R 751 
L 501 
H 471 

Number Character 
4 E 
2 T 
3 N 
8 A 
6 O 
0 I 
5 S 
7 R 
1 L 
9 H 

PRE-PROCESSING 
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A.2. Transaction Process 
The transaction process consists of OTP to character, generating sentences, binary labeling, 
generating ASCII, generating keywords, and concatenating sentences and keywords. The 
overview of the process is shown in Figure 3.2. 

 
Figure 3.2 Transaction Process 

 
- Converting OTP Number to Character 
This process aims to convert OTP numbers into characters used in the corpus. The input of this 
process is the OTP number and the number-character mapping table, while the output is the 
character used for representing the OTP number. The OTP number is converted to a character 
based on the number-character mapping table. 
 
- Generating Sentences 
Generating sentences is conducted based on characters used to represent the OTP. This process 
begins by finding words in the corpus, which will be used to generate a sentence. For finding a 
word, a pair of words that contained two consecutive characters representing two numbers in 
OTP has to be searched. This process was conducted until sentences with words consisting of 6 
consecutive characters representing six consecutive numbers of OTP were found. Suppose the 
generated sentence has a conjunction word such as “this”, “that” at the beginning. In that case, 
the word before the conjunction must be used. While if the conjunction word is found at the end 
of the generated sentences, the conjunction word must be used after the last word. These rules 
are determined based on English grammar [19]. After finding a sentence, the sentence length is 
checked to determine whether it is greater than 140 characters because the maximum length of 
an SMS Message is 140 characters. If its length exceeds 80 characters, then the sentence 
generation should be repeated until the generated sentence length is less or equal to 140 
characters. 
The process for generating sentences is shown in Algorithm 1. 
 
Example: 
Suppose the number-character map is {0: “i”, 1: “l”, 2: “t”, 3: “n”, 4: “e”, 5: “s”, 6: “o”, 7: “r”, 
8: “a”, 9: “h”}, the OTP number is 860140, and this is the first session for the sender in sending 
the OTP to the recipient. Then, the OTP numbers to characters conversion based on the number-
character map are [“a”, “o”, “i”, “l”, “e”, “i”]. 
The generating sentences start from the first character of the list of characters representing the 
OTP number. Since the first character is “a”, then words in the corpus that contained “a” should 
be collected. Suppose one of them is “meant”. Then a sentence that contained the word “meant” 
and a word contained “o” has to be observed. From the observation, “one” is found. Then, a 
sentence that contains “meant” and “one” has to be observed. In this case, “meant that one” is 
found. The next step is trying to find a sentence that contains “meant that one” and a word that 
contains “i”. In this case, “meant that one person’s ideas” is found. A similar process is conducted 
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until all words representing the OTP are found. Finally, the sentence resulting from the sentence 
generation process is “meant that one person’s ideas could reach millions” 
 
Algorithm 1. Generating Sentences  
Input:  
Characters represented OTP numbers C(i) for i = {1...n} where x is OTP number index and n is 
the number of OTP digits; Corpus; list of conjunctions; list of prepositions  
 
Output:  
Sentence S 
 
initiate S as empty  
Cp ∈corpus    
i  1  
j  1  
partitioning Sentence into words 
WHILE ((the word is in conjunction or proposition list) & (it is not the end of the corpus)) DO 
         Find another word in the corpus that consists C(i) 
ENDWHILE  
IF there is no words in the corpus consists C(i) THEN 
         Generate a new OTP 
ELSE 
      WHILE ((i <= n) & (there is a word C(j) in the corpus) & (there is a sentence S which contain  
      word C(j) and the previous sentence S) & (i<>n))   DO 
                     wordpad= words between S and word C(j)  
           S= S ||wordpad || word C(j)  
          i=i+1 
           j=j+1 
           Find a word C(j) that represent C(i) 
       ENDWHILE 
       IF (i=n) and word C(j) is in the list of conjunction or preposition    THEN 
                         S=S || previous S || word C(j) || a word after word C(j)  
       ELSE IF i<n THEN 
                         Generate a new OTP number 
                  ELSE return S 
                  ENDIF 
           ENDIF 
ENDIF 
 
- Binary Labeling 
The binary labeling process aims to mark characters in a word used to represent the OTP number. 
The label consists of 5 bits. The first bit marks the word that consists of the character representing 
the OTP number. Label "1" is given to a word containing a character representing the OTP 
number. Otherwise, it is only labeled by 1 bit "0". The following 4 bits is the label to mark the 
character’s position in the related word. If the word was not used, then 4 bits label is not used.  
 
- Generating ASCII Characters 
After the labeling process, the binary labels are converted into ASCII code. For converting the 
binary number into ASCII code, it has to be divided into 5 bits. Furthermore, every 5 bits of 
binary number should be converted into ASCII code. If the length of the binary number is less 
than 5 bits, then bit “0” has to be inserted such that the label will be 5 bits. Finally, “011” padding 
bit is inserted in front of the 5 bits label. 
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- Generating Keyword 
Generating keywords is used to find words that contain characters resulting from the binary to 
ASCII label converting process. These keywords have to be stored in the metadata.  
 
Generating a keyword starts with finding a word in English Dictionary containing ASCII label. 
Since not all ASCII characters can be mapped into Alphabetic characters, then two ASCII codes 
can be mapped to one alphabetic character. Thus, there is repetition after a specific value. Based 
on the ASCII table, the Alphabetic character starts from 65, representing A, and the end of the 
alphabetic character Z is represented by 90. Then, after 90, the ASCII has to be the map to the 
Alphabetic character used by other ASCII codes. For example, 91 has to be mapped to B, where 
the ASCII code of B is 66. For distinguishing the main character and the repetition character, a 
“*” mark is inserted before the alphabetic character. Furthermore, 91 ASCII Code is mapped to 
“*B”. The detailed map is shown in Table 3.2.  
 

Table 3.2 Modified ASCII Table 

 
 
Based on Table 3.2, the word selection is conducted using Rule 1 or Rule 2. Rule 1 is conducted 
for determining character position, and Rule 2 is conducted for generating marks. 
 The keyword selection starts by checking the number of characters, whether odd or even. 
The selection process is started from the end of ASCII characters. If the number of characters 
represents the odd label, then keywords were generated based on the rule 1 number 5. Afterward, 
keyword selection is started by converting the last two characters into the keyword. If the number 
of characters representing the label is even, keyword selection is started by following rule 1 
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number 1 until 4. Then, it is repeated until all labels have been converted to keywords. The 
beginning and end of each word were used to represent two characters (representing the labels). 
 
a. Rule 1  
 As discussed, Rule 1 is conducted for word selection and determining character position. 
Rule 1 consisted of the following rules.   
1. If the alphabetic character has no sign star ("*") mark, then it is a common word, and a mark 

"," is inserted after the keyword.   
2. If the alphabetic character has a sign "*" and the character’s position is at the beginning of 

the keyword, then a mark ":" is inserted after the keyword.  
3. If the alphabetic character has a sign "*" and the character’s position is at the end of the 

keyword, then a mark ";" is inserted after the keyword.  
4. If two alphabetic characters have a sign "*" and the positions are at the beginning and the 

end of a keyword, then a mark "." is inserted after the keyword.    
5. Suppose the number of characters representing the label is odd. In that case, the keyword 

representing the last character is located at the beginning of the keywords. Furthermore, a 
mark " " is inserted after this keyword. Suppose the last character representing the label is 
"p", and the keyword representing "p" is "papyrus", then the keyword is "papyrus" (see 
example in this section). 
 

b. Rule 2 
 Rule 2 is used to camouflage the marks when the sender needs to send the OTP to the receiver 
more than once. In this case, if the sender sends the OTP n times, then n sessions are necessary. 
Thus, the sessions are Session 1, Session 2, …, and Session n. If n is greater than 5, then the rule 
for session l (where l=n mod 5) is used for word selection and determining character position. 
Rule 2 consisted of the following rules:  
1. Session 1: sign position of each keyword was not shifted.  
2. Session 2: sign position of each keyword was shifted once to the right.  
3. Session 3: sign position of each keyword was shifted twice to the right.  
4. Session 4: sign position of each keyword was shifted three times to the right.  
5. Session 5: sign position of each keyword was shifted four times to the right. 
 
After generating the keyword, the session number was observed, and inserted symbols based on 
rule 2 at the end of each keyword. The process is shown in Algorithm 2. 
Notes: a sign star (“*”) marks an ASCII character, not in the alphabet’s ASCII list. This symbol 
is mapped to the character starting from the beginning of the alphabet ASCII list (*A) until (*F). 
The table of the ASCII list is shown in Table 3.2.  
 
After the sentence is generated, the labeling process is conducted by marking the position with 
the label “1” for a word that contains the character representing the OTP number. The label 
represents the character position in a word by 4 bits. In the case of “meant that one person’s ideas 
could reach millions”, the word “meant” contained “a”, which is the character representing the 
first OTP number “8”. Thus, the word “meant” is labeled by “1” and the position of “a” in the 
word “meant” is 3. Thus, the label of the character position in the word “meant” is “0011”. Based 
on this condition, the label of the word “meant” is “10011”. A similar process is conducted for 
each word in the sentence: “that, one, person’s, ideas, could, reach, and millions”. Since the word 
“that” does not contain a character representing the OTP number, this word is labeled by “0”. 
Finally, the result of the labeling process is “10011 0 10001 0 10001 10100 10010 10010”. 
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Algorithm 2. Generating Keyword 
Input: ASCII-Alphabet character char(n), n is number of characters representing the binary labels 
Output: Keyword 
 
Keyword=” “ 
IF (n is odd) THEN 
          (find word(char(n)-end)) 
          Keyword=Keyword||word(char(n)-end)|” “         
          n=n-1 
ENDIF 
WHILE n>0 DO 
       (find word(char(n)-begin, char(n-1)-end)) 
       CASE of 
            char(n) and char (n-1) has no sign “*”: word(char(n)-begin, char(n-1)-end) =   
                                                                                       word(char(n)-begin, char(n-1)-end)|| “,” 
            char(n) has sign “*” and char (n-1) has no sign “*”: word(char(n)-begin, char(n-1)-end)   
                                                                                       =word(char(n)-begin, char(n-1)-end) ||“:” 
            char(n) has no sign “*” and char (n-1) has sign “*”: word(char(n)-begin, char(n-1)-end)  
                                                                                       = word(char(n)-begin, char(n-1)-end)||“;” 
            char(n) and char (n-1) each has sign “*”: word(char(n)-begin, char(n-1)-end)  
                                                                                        =word(char(n)-begin,char(n-1)-end)|| “.” 
        ENDCASE 
        Keyword=Keyword||word(char(n)-begin, char(n-1)-end) 
        n=n-2 
ENDWHILE 
RETURN (Keyword) 
 
  
 After the labeling process, keyword generation is conducted. Suppose this is the first time 
the sender sends the OTP to the receiver. This process begins by converting binary labels to 
ASCII characters. Converting binary labels to ASCII characters is started by dividing the array 
of binary labels into 5 bits groups. If the length of the binary number was less than 5 bits, then 
bit “0” is padded after the last bit of the binary label. Then, “010” is padded in front of the 5 bits 
such that the binary array for the word “meant” is “01010011”. This binary number is further 
converted into ASCII characters. In this case, the ASCII character resulting from the label is “s”. 
This process is conducted for all words in the sentence. Finally, ASCII characters represented 
the label” 10011 0 10001 0 10001 10100 10010 10010” are “s h t m d t p” 
 For generating a keyword from “h t m d t p”, the number of characters representing the label 
is observed. Since the number of characters representing the label is odd, rule 1 number 5 is 
implemented on the last character, “p”. Afterward, the character “p” is embedded into a word in 
English Dictionary containing the character “p” at the beginning of the word, which is “papyrus”, 
and inserted mark “space” after the word to mark that the number of characters is odd. In this 
case, the word is “papyrus”. The next step is converting “t” and “d” into a word. Since the 
characters do not contain “*”, rule 1 number 1 is applied, and the mark “,” is inserted after the 
word “tripod”. Repeat these steps until all characters have been converted into words. The 
process result is “papyrus tripod, tantrum, harness,”. These keywords are stored in the metadata 
of the text. 
 
B. Extraction Process 
 The extraction process is conducted by the application installed in the receiver’s phone. First, 
the receiver extracts data from the sender by converting the data to the OTP number. The 
extraction process consists of four processes, i.e., Keyword to ASCII character conversion, 

Ari Moesriami Barmawi, et al.

10



ASCII Binary conversion, sentence to alphabetic character conversion, and character to OTP 
number conversion. The overview of this process is shown in Figure 3.3. 

Keyword to ASCII 
Char Conversion

ASCII to Binary 
Label Conversion

Sentence to 
Alphabetic Char 

Conversion

Alphabetic Char to 
OTP Number 
Conversion

Keyword ASCII Char Binary Label

Sentence

           OTP Number

 
Figure 3.3 Extraction Process 

 
B.1. Keyword to ASCII Character Conversion 
 In this process, the keywords are converted into characters representing the labels. This 
process was conducted to observe whether there is a space after the first keyword. If there is a 
space, then the number of characters representing the labels is odd. Otherwise, it is even. After 
observing the space, the session number should be observed to relocate the symbols after the 
keywords. Furthermore, the symbol after each keyword should be observed for determining the 
ASCII Characters type (whether the character is *-characters or not) representing the labels. At 
the end of this process, all keywords are converted into ASCII Characters representing the labels. 
The process is shown in Algorithm 3. 
 
Algorithm 3. Converting Keyword to ASCII Character 
Input: Keyword, m=number of words in Keyword 
Output: ASCII Character 
j=1 
n=1 
If (there is a “ “ after the first word) 
THEN   ASCII-char(n)=First-char(word(j)) 
           n=n+1 
           j=j+1 
ENDIF 
WHILE j<= m 
            CASE of  
                       Mark after word(j) is “,” : ASCII-char(n)= First-char(word(j) 
                                                           ASCII-char(n+1)=Last-char(word(j) 
                       Mark after word(j) is “:” : ASCII-char(n)= *First-char(word(j) 
                                                           ASCII-char(n+1)=Last-char(word(j) 
                       Mark after word(j) is “;” : ASCII-char(n)= First-char(word(j) 
                                                           ASCII-char(n+1)= *Last-char(word(j) 
                       Mark after word(j) is “.” : ASCII-char(n)= *First-char(word(j) 
                                                           ASCII-char(n+1)= *Last-char(word(j) 
            ENDCASE 
            j=j+1   
            n=n+2 
ENDWHILE 
RETURN ASCII-char (l) for l=1,n 
  
B.2. Keyword to ASCII Character Conversion 
 For obtaining OTP, the ASCII character has to be converted to the binary label based on the 
ASCII table, as shown in Table 3.2. After obtaining the binary label, a process for removing the 
padding bits is conducted. This process removed the padding bit "010" from each bit array 
representing the ASCII character. After removing the padding bit, the first bit of the label has to 
be observed. If the first bit of the label is 1, then it means that the word contains a character 
representing the OTP number. Then, observe the character’s position in the related word 
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represented by the following four bits of the binary label. If the first bit is 0, then the word does 
not contain any character representing the OTP number. This process is conducted until the end 
of the binary label.  
 
Example:  
As discussed in the example of the embedding process, the sentence resulting from this process 
is: “meant that one person’s ideas could reach millions# papyrus tripod, tantrum, harness”. 
The extraction process begins by observing the sender’s keyword and the session number. Since, 
in this example, it is the first time the sender communicates with the user, then there is no mark 
position shifting. After observing the session number, the mark of the first word ("papyrus ”) has 
to be observed using rule 5. Since there is a " " after the word papyrus, then the number of ASCII 
characters representing the label is odd. Therefore, the first keyword is "papyrus", such that the 
ASCII character is the first character of the word "papyrus", which is "p". The next word is 
"tripod,". Mark comma (,) means that rule 1 is used to convert the word "tripod" to the ASCII 
character. Thus, the characters in the keyword “tripod” used to represent the ASCII characters 
are "t" and "d". Repeat this process until the last word of the keyword. This process result is “s 
h t m d t p”.  
  
The binary label resulted by converting ASCII characters to binary numbers based on Table 3.2 
and removing padding “010” from the binary label is 10011 0 10001 0 10001 10100 10010 
10010. 
The following process is converting the binary label into the Alphabetic character representing 
the OTP number. In this case, if the label of the word is 1, then the character’s position in the 
word is represented by the following four bits of the binary label. Since the first word "meant" 
has label 10011, where the first bit is 1, then it means that this word contains a character 
representing the OTP number. The following four bits represent the character’s position that 
represents the OTP number in the word "meant". Based on the label, "a" is the character that 
represents the OTP number because the value of the following four bits is 3. This process is 
repeated until the end of the label. Furthermore, the result obtained from this process is : ["a", 
"o", "i", "l", "e". "i"]. Finally, the OTP number 8,6,0,1,4,0 is obtained after converting the 
character representing the OTP number to the OTP.  
 
4. Experiment 
 This section discussed the evaluation in terms of the suspicion level of the proposed method 
compared with Sheshasaayee’s one, along with the time complexity of the proposed method and 
the security analysis. The suspicion level is evaluated based on the naturalness or the irregularity 
of the sentence representing the OTP number.  
 
A. Irregularity Evaluation 
 The suspicion level evaluation of the sentence resulting from the proposed method is 
conducted by comparing the suspicion level of Sheshasaayee and the proposed method. The 
same OTP number is used for this comparison, and the irregularity of sentences resulting from 
these two methods is compared.   
 The evaluation of the sentences resulting from those two methods is compared based on 
sentence irregularity. Sentence irregularity consists of two aspects. The first one is the 
irregularity in characters used in the sentence, and the second is the irregularity in sentence 
grammar, such as no subject, predicate, etcetera. If there is no irregularity caused by the 
characters used in the sentence, then the irregularity from the grammar point of view has to be 
evaluated. Suppose the sentence is irregular from the grammar point of view. In that case, the 
sentence has to be observed whether it has no subject, predicate, object, subject-predicate, 
subject-object, predicate-object, or subject-predicate-object.    
 Based on the 30 OTP experiments, the result of irregularity evaluated by general respondents 
is shown in Table 4.1. Based on Table 4.1, it can be concluded that the percentage of the irregular 
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sentence when using the previous method is 86.7%, while when using the proposed method is 
13.3%. Based on the experiment result, it is shown that the sentences that resulted when using 
the previous method are less natural than the sentences that resulted when using the proposed 
method. Stego-sentence resulted from the proposed and Sheshasaayee’s method is shown in 
Table 4.1. 
 

Table 4.1 An example of a stego-sentence resulted from Sheshasaayee’s and the proposed 
method. 

 
 
 It is proven that the naturalness of the sentences resulting from using the proposed method is 
better than the previous one because, in the proposed method, the sentences are generated based 
on a corpus and the relations between one word and other words in the corpus. Another main 

NO. OTP
Stego Sentence based on 
Sheshasaayee's method

Irregularity
Stego Sentence based on the 

Proposed Method
Irregularity

1 860140
m ant tᏂat  onе  person's ideas could 
reach millions Irregular

meant that one person's ideas could 
reach millions Regular

2 511357
іt depɑrtments  arｅ еxpеrｉencing 
tremendous changes as their roles 
expand Irregular

it departments are experiencing 
tremendous changes as their roles 

expand Regular

3 649819
οn  thⅰnk  tо understɑnd wһen 
managing the growing pains Irregular

one thing to understand when 
managing the growing pains Regular

4 606595
mɑyb  thеy just usеd tһеm to play 
games or type Irregular

maybe they just used them to play 
games or type Regular

5 998691
ⅰntеrаct wⅰth tᏂ  growіng digital 
world without compromising the 
security Irregular

interact with the growing digital 
world without compromising the 

security Regular

6 400329
pеrhaps  our job for tᏂе next thirty 
years is to make the web available Irregular

perhaps our job for the next thirty 
years is to make the web available Regular

7 784237
ɑnytｈⅰng tο prot ct ᴏur dａta? or 
should we just accept that Irregular

anything to protect our data? or 
should we just accept that Regular

8 689160
ɑdvаnc s  ⅰn t ecһnοlоgy made by 
china present an opportunity Irregular

advances in technology made by 
china present an opportunity Regular

9 598460
cοmpɑnⅰеs and  onlіn  platforms use 
this 'footprint' to track exactly what Irregular

companies and online platforms use 
this 'footprint' to track exactly what Regular

10 147719
intеrnеt wɑs dеvｅlopеd іn the early 
1970s by vint cerf Irregular

internet was developed in the early 
1970s by vint cerf Regular

11 160119
knowіng sо much abοut yοu gіves 
online platforms and companies a lot 
of power Regular

knowing so much about you gives 
online platforms and companies a lot 

of power Regular

12 717001
lіgｈting  іn accordance wіth 
vehicle/pedestrian movement and 
weather Irregular

lighting in accordance with 
vehicle/pedestrian movement and 

weather Regular

13 928556
cаn we  dо ɑnytһіng  tο protect our 
data? or should we just accept that Irregular

can we do anything to protect our 
data? or should we just accept that Regular

14 780289
οnlｉn  platforms us  thⅰs  'footprint' 
to track exactly what we are Irregular

online platforms use this 'footprint' 
to track exactly what we are Irregular

15 432011 mucһ abᴏut yоu gives onlіne platforms 
and companies a lot of power and a lot Irregular

much about you gives online 
platforms and companies a lot of 

power and a lot Irregular

16 318484 thｉrty yеаrs іs tо mɑke the web 
available to the other half of the world Irregular

thirty years is to make the web 
available to the other half of the 

world Regular

17 906825
wⅰtһ thе cmо and cеο will also be key 
in identifying Irregular

with the cmo and ceo will also be key 
in identifying Regular

18 662638
it to deliver a competitive advantage as 
much as they do for a marketing Irregular

it to deliver a competitive advantage 
as much as they do for a marketing Irregular

19 534765
smɑrt citｉеs ɑrｅ buⅰlt οn the 
backbone of solid infrastructure Irregular

smart cities are built on the backbone 
of solid infrastructure Regular

20 591544 tο m

ℯ

 thɑt tһіs sһift  is directly related 
to “the internet of everything” Irregular

to me that this shift is directly related 
to “the internet of everything” Regular

21 505908
οnе thіng tо understand when 
managing the growing pains of it Regular

one thing to understand when 
managing the growing pains of it Regular

22 622265
іntersectⅰon tһ sе areas suggests an 
increasingly prominent Irregular

intersection of these areas suggests 
an increasingly prominent Regular

23 483953
cοnsid r how yоu'll cοnstruct a 
workforce and culture that drives Irregular

consider how you’ll construct a 
workforce and culture that drives Regular

24 557730
οur pеrsοnɑl іnfᴏrmatｉon can be 
collected and stored Irregular

our personal information can be 
collected and stored Regular

25 775841
trɑnsｉtіᴏn frοm landlіnes tο mobile 
telephony is a case Irregular

transition from landlines to mobile 
telephony is a case Regular

26
437560

tеlephᴏnе mеɑnt tᏂat one person 
could connect with one Irregular

telephone meant that one person 
could connect with one Regular

27 154940
depɑrtеments ɑre еxpеriencing 
tremendous changes as their roles 
expand to impact Irregular

departments are experiencing 
tremendous changes as their roles 

expand to impact regular

28 558309
wοrkеr ɑr na just facilⅰtɑting business 
goals they driving Irregular

workers arena just facilitating 
business goals they driving Irregular

29 560306
tһе ⅰntersectiᴏn of tᏂese areas 
suggests an increasingly prominent Irregular

the intersection of these areas 
suggests an increasingly prominent Regular

30 628639
cοmpаni s and оnlinｅ plɑtforms use 
this 'footprint' Irregular

companies and online platforms use 
this 'footprint' Regular
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difference between the previous and the proposed method is that the sentences are generated 
without using glyph symbols. 
 
B. Security Analysis 
 Security analysis is done by calculating the probability of guessing the message (in this case, 
OTP) inserted in the sentence. The probability of a successful attack to obtain the OTP depends 
on the probability of obtaining the label indicating the location of the character representing the 
OTP in the sentence and the probability of successfully obtaining the number-character map 
guessing.  
  Since for obtaining the label, the attacker has to find the character that represents the label, 
the probability of obtaining the label is equal to the probability of obtaining the character in the 
keyword that represents the label. For obtaining the character that represents the label, the 
attacker has to know the session number, the combination of rule 1 used to generate the words, 
and the number-character map. Since only five possible sessions can be chosen based on Rule 2, 
then the probability of guessing the session number is 1/5. The probability of Rule 1 

combinations used to generate the words is equal to �1
𝐶𝐶25
�  �

𝑛𝑛
, where n is the number of keyword 

and 𝐶𝐶25 is the number of Rule 1 combination used in one key word. The probability to succeed 

the number-character map guessing is equal to �1
𝐶𝐶1026   � � (1/10!). Thus, the probability for 

obtaining OTP is equal to  

P(OTP) = (1/5) �1
𝐶𝐶25
�  �

𝑛𝑛
�1

𝐶𝐶1026   � � (1/10!)                                                             (4.1) 

 
Based on equation (4.1), the maximum probability is obtained when the number of keywords is 
minimum. In this case, the minimum number of words is achieved if each keyword contains two 
characters representing the label. In contrast, the number of keywords is minimum in the case 
that each word in the sentence contains one character representing the OTP number. Finally, the 
maximum probability of obtaining the OTP number is as follows. 
 

 P(OTP)max = (1/5) �1
𝐶𝐶25
�  �

3 
�1

𝐶𝐶1026   � � � 1
10!
� ≈ 1/(9.6. 1016) 

 
In other words, the probability of obtaining OTP using the proposed method is ≤9.6.10-16. 
  
In the previous method, alphabet char and some punctuations “.”, “,”, “- (hyphen)“, “?”, “!”, and 
“  “ are used, and these characters can be written in 4 types of code which are ASCII and 3 

Unicodes. It means that the probability of obtaining the OTP number is �1
𝐶𝐶833   � � �1

4!
� ≈

�1
3.3 109� � ≈ (3.3 10−9), which is greater than the probability of obtaining the OTP using the 

proposed method. 
 
C. Performance Analysis 
 The time complexity is used to analyze the proposed method’s performance. For embedding 
the OTP into a sentence, the proposed method conducted sentence and keyword generations and 
mapped OTP to letters that are the basic of word generation. This word is further used to generate 
a sentence. The time complexity for the embedding process using the proposed method is equal 
to the time complexity of the mapping process, added by the time complexity of the sentence 
generation and the time complexity of the keyword generation. The time complexity of the 
embedding process can be calculated as (O(n)+O(m)+(O(l) ≈ O(max(n,m,l)), where n is the 
number map codes, m is the number of unique words in the corpus, and l is the number of words 
in English Dictionary or corpus used for generating keywords. 
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 Meanwhile, the time complexity for the embedding process using Sheshasaayee’s method 
only depends on the mapping process’ time complexity, which equals O(n). In this case, it is 
shown that the time complexity for the proposed method’s embedding process is greater than 
Sheshasaayee’s. Since the number of unique words in the corpus (in our case, the corpus is the 
English dictionary) used for generating the keywords is larger than the number of codes in the 
mapping process. 
The complexity of the extraction process of the proposed method depended on the number of 
codes in the mapping table, which is similar to Sheshasaayee’s method. In this case, the time 
complexity equals O(n). 
 
5. Conclusion 
 This research proposes an improvement of the text-based one-time password proposed by 
Sheshasaayee et al. [1]. Instead of text, the proposed method uses linguistic-based steganography 
to reduce the suspicion level of OTP embedded into a sentence. Based on the experiments and 
analysis, it can be concluded that the suspicion level using the proposed method is less than the 
previous one. This condition occurred because the sentences generated by the proposed method 
are less irregular than when using the previous method by the respondents.  
Based on the security analysis, it is shown that the security of the proposed method is better than 
the previous one since the probability of obtaining the OTP is greater when using the previous 
method than the proposed one.  
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